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Using Duo on DPH WebConnect for Windows
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What is DUO?

DUO is the DPH two-factor IT Security application that is required for all DPH Remote Access (WebConnect) users. DUO
provides your account with a second layer of authentication via your smartphone; and has replaced the Entrust
(physical) tokens.

Prerequisites:

DPH WebConnect requires the latest Pulse Secure App Launcher and Citrix receiver. Also, in order for WebConnect to
work you must use Internet Explorer 11 or higher. This document will outline how to enroll in Duo (Page 3), and
prepare your Windows PC for the use of the DPH WebConnect system. Also, the Edge Browser in Windows 10 is not
supported.

If WebConnect is currently working on your system, you can skip to the "Enrolling in DUO for WebConnect" section on
page 3.

Install Citrix Receiver
WebConnect also requires Citrix and the Pulse Secure App Launcher in order to run your desired clinical applications. To
install Citrix, please do the following:

1. InInternet Explorer go to https://www.citrix.com/go/receiver.html
2. Click Download

cimrp

Receiver

Access apps and desktops o

T is thie casy-to-install client software that prov
llations. With this free download you can acces|
fromm any device, including smartphones, tablel

Download Receiver 4.4.1000 for Windows

3. Click Run

Do you want te run or save CitrixReceiver.exe (46.2 MB) from downloadplugins.citrix.com?

@ This type of file could harm your computer, Run Save | v Cancel
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4. Click Start

@ Citrix Receiver

Welcome to Citrix Receiver

Citrix Receiver installs software that allows access to virtual
applications that your organization provides, induding
software that allows access to the applications that use

your browser.

chmpe

Receiver - Allow applications access ta your webcam and

microphone
- Allow applications ta use your location,

company,

computer

- Allow aceess to lacal applieations authorized by your
- Save your credential to log on automatically,

Click Start to set up and install Citrix Receiver on your

5. Click Next

@ Citrix Recriver

License Agreement

Ve must accept the lcense agreement Below 1o proceed.

CITRIX RECEIVER LICENSE AGREEMENT

This is a legal agreement ("TAGREEMENT”) between you, the
Licensed User, and Citrix Systems, Inc., Citrix Systems
International GmbH, or Citrix Systems Asia Pacific Pty Ltd.
Your location of receipt of this component (hereinafter
“RECEIVER") determines the licensing entity hereunder (the
applicable entity is hereinafter referred 1o as "CITRIX™).

Fl1aceept the license sgreement

6. If prompted, do not enable Single Sign On. Click Install

@ Citrix Receiver

Help make our products better by

Improvement Program.

- 1agree to send anonymous data and usage statistics to Citrix for
- the purposes of product analysis and improvement

@ Mo, Thanks.

Leam Mare

joining the Citrix Customer Experience

Install ancel

7. The installation is complete. Click Finish

@ Citrix Receiver

ciTrRIX )
Receiver

J Installation successful

T you received instructions to set up Citrix Receiver with your
email or a server address, click Add Account. Otherwise, click
Finish, and you can set up an account later.

8. Important, restart your computer after installing Citrix
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Configure the pop-up blocker in Internet Explorer

1.

2.
3.
4

In Internet Explorer, click on Tools > Internet Options

Click on the Privacy tab > Leave Pop-up blocker checked > click Settings
In Address of website to allow, type: https://webconnect.sfdph.org
Click Add > Close the window

It's recommended that you restart Internet Explorer after installing Citrix. Do this by closing all open
Internet Explorer windows.

Enrolling in Duo for WebConnect or skip to page 5
What is DUO? To enroll in Duo, please do the following:

1.
2.

4.

o

In Internet Explorer navigate to https://webconnect.sfdph.org/myucsf-duo
Sign in with your DPH Username/Password (Example: john doe—Space between first and last name) >
Click Sign in

WEBCONNECT

Welcome to the
Pulse Connect Secure

username  John Doe

password AR o

When prompted to store password for sfdph.org, choose Not for this site

Click Start setup

PHWEBCONNECT

Protect Your SF Dept of Public
Health Account

Select Mobile Phone or Tablet (Landline not recommended)> Click Continue
|WEBCONNECT

What type of device are you adding?

© Mobile phone

Tablet (iPad, Nexus 7, etc.)

Landline

Eo
o

Enter your rhobile phone > Click Continue
Select your phone OS (iPhone, Android, Blackberry, etc.) > Click Continue
Launch the App store for your phone. Search and install Duo Mobile (Logo Below)
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8. On your Windows computer click | have Duo Mobile installed
DPHWEBCONNECT

Install Duo Mobile for Android

1. Launch the Google Play Store app
and search for “Duo Mobile”
2. Tap "Inatall® to nstall the app.

Powered by Duc Security

m | have Duo Mobile instalied

9. Open the Duo Mobile App on your phone and press the ”+” button.

4 Back to App Store 1:37 PM

Check out these new features!

UCse UCSF [ o |

10. Your phone’s camera will open > Scan the QR Code on the screen of your computer. Click Continue
once scanned

DPHWEBCONNECT

Activate Duo Mobile for Android

1. Open Dug Mobie.
2 Tap the "=" button.
L Scan this barcode

B B

11. Select your preferred settings. Automatically send me and DUO push are recommended. You will need
to allow the notifications on your device.

DPHWEBCONNECT

My Settings & Devices
My Gl deve 3. B autemaneaty sana ma x
Ancroid (000031 ] 5 -pun o
Phiorw Call
porat 5 11 TRen Baice £4n Botormaticaly
RO ———
i [ ———— m
e sy TG On.
My Davices
0
e e puafy aciciet Cornrusimiogn | X

Enroliment is now complete and the system will show you an example (below) of what screen you should expect once
you sign into the WebConnect system going forward.

Enroliment successfull This is the Duo login prompt that you'll normally see when logging in,

Last Modified: 6/16/2017 11:51 AM



Page 5 of 7

Using WebConnect

Now that you have enrolled to Duo, you can now use your phone to provide Two-Factor-Authentication for the
WebConnect website. To use the Duo-WebConnect site, do the following:

1. InInternet Explorer, go to https://webconnect.sfdph.org/myucsf-duo
2. Create a favorite/bookmark for future use: In Internet Explorer select the Favorites Menu> Add to
Favorites> Name the bookmark and click OK.

3. Signin with your DPH (IN) Credentials:
WEBCONNECT

Welcome to the
Pulse Connect Secure

username Please sign in to begin

4. Select DUO secondary authentication method:
WEBCONNECT

Choose an authentication method

Duo Push

Call Me

[ Enter a Passcode

5. Open phone/tablet you used for enrollment and approve the push:

PR

2:01 o

SF Dapn of Puble Haaihth

Monday, June 13

# Duo Mobile
Login request: Pulse Secure SSL VPN

If you selected Enter a passcode you will see a 6 digit code on your phone/tablet. You will be prompted to enter
that code on the WebConnect Website.

6. You'll see a prompt to save your password. Choose Never
7. Underneath that window, you’ll be prompted to install Pulse Secure, LLC. Choose Install

This website wants to install the following add-on: ‘PulseSetupChient.cab’ from ‘Pulse Secure, LLC'.  What's the risk? Install

8. Check off Do not show this message again > OK

Irtemet Erzlece =
Tre Bage o e verwrg waes Javn Wore rfameanon on
Jaew mpit 8 v o

S

™ D it s s smmsngm g

T |
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NOTE: During the next few prompts, you should select Yes, Allow, Open, Always, Run or Trust (depending on

Win7/Win10), and check off Do not show the warning for this program again

Do you want ta run this application?

hame Pulse Secure Status Applet
Do you want to allow Pulse Secure to contact the server?

Fhen, agbatoen il o wsh sereasrwar ascess i vyt
.t e

St the o s gt S abere Server : webconnect.sfdph.org

Do oot ihuirm Thay s fue agui Irwes The pobieabort andl i ofoem b

Ne ves | (EEEH

Wait for Host Checker to load (this can take a few minutes):

{WEBCONNECT

Loading Components...

Piease wait. This may take several minutes.

It an error prevents a comaonent from loading properly, you €1

10. Once the Host Checker has completed you should see the DPHWEBCONNECT Home Screen
- -

£ Ugerwen v Bides
i y o 0 A

| 'WEBCONNECT

[ NSRS W ——

==
@ Citrix Wab Portal =
M oo S e

Sun

. Windows Secure Application Manager
W

Web Bookmark or Terminal Session section. In most cases, you will be selecting the

11. ISeIect a link in the

Citrix Web Systems-XEN Portal web bookmark.
The Citrix Web Systems-XEN Portal should then launch. A login screen will open. Sign in with your DPH

12.
(IN) Credentials

This webpage wants to run the following add-on: "Citrzx 1A Client Object (ActiveX Win32) from ‘Citrix
Systems, Inc.

Alow | ¥

Last Modified: 6/16/2017 11:51 AM



Page 7 of 7

14. Check the box Do not show me warning again

Intermet Explorer Security *

A website wants to open web content using this
PrOgram on your computer
r_’ﬁl ﬂﬁm wil ooen outsade of Protected mode. Internet Explorer’s

ekt protect your computer. [F you do not trust this
webste, do nat open ths rogram.

7 Mame: Citrix Connection Manager
B pubisher:  Citrie Systems, Inc.

[0 ro show me the warning for this program again

Mon ] [oaaon |

15. Citrix Receiver should launch the selected application in a new widow
16. Click OK after reading the SF DPH Prompt.
5 |

1 o wid s Department of Public Health.

by b Pl e
e documrts s, e 10 e comgharce eh skt
[

il Py
oot

g
of Cay
eranon of engloye

e

17. You may receive this Java notification. Check off the box, Do not ask again and choose Later. Do not
choose Update.

1) vour Juve version is swt of date.
\=/

4 Update (recommended) I
Get P latest secuty wodate $0m e com.

4 Hlock
e e

+ Later

T oot s s uetl P Foeat upelate i avalabie

18. Your application will then launch.
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