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How to Access the SF
Employee Learning Portal

A Quick Guide for UCSF Faculty, Staff, andTrainees at ZSFG

SF Employee Portal
Employee Login

- Use Firefox, Microsoft Edge, or Chrome

Reminders - Turn Off Pop-Up Blockers
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Visit: hitps://zsfa.ucsf.edu/sflearn

[x‘SF ZUCKERBERG
SAN FRANCISCO GENERAL

dnivarsity of Caforria Hospital and Trauma Center
About - Research - UCSF Medical Education at ZSFG UCSF Pride Hall Resources MNewsletter /
News

dome > Resources > Annual LearningTraining

Annual Learning Modules and Compliance & Privacy Training

Annual Learning: Launching June 21, 2024 | Compliance & Privacy: Launching August 1, 2024

ANNUAL LEARNING LOGIN < Select Link



https://zsfg.ucsf.edu/sflearn
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CCSF Login Page
Ifyou know your POI# and Password, Sklp to Step6

=i E ‘B {8 - Enter UCSF POI#

Contact: Department Manager/ Champion or

ot '_ h* j; ﬂﬂ Trainee Administrator for Assistance
P e e S Lt
.:.- Re— . M

W*J_

- awmes |
—_—

=Amran

bSW#, FOIE or Username

- Enter Password

F|rst Time User?
Contact DPH IT for temporary password,628-206-7378

Password =

N Y
mi—== Previous User and ForgotPassword?

4 Select ‘Forgot your password?’ link

Accept the City and County of 5an Francdsco
Terms of Service and Privacy Policy

Agree & Sign In
Forgot your password? .
|- Select ‘Agree & Sign In’

IF you entered both POI# and Password

First time registration for Retirees or SFUSD


https://zsfg.ucsf.edu/sites/g/files/tkssra3261/f/wysiwyg/2021%20SF%20Learning%20Department%20Champion%20and%20Manager%20Contact%20for%20Faculty%20and%20Staff%20%281%29_0.pdf
https://zsfg.ucsf.edu/sites/g/files/tkssra3261/f/wysiwyg/2021%20SF%20Learning%20TA%20Contact%20LIst%20for%20Trainees%20%281%29_0_0.pdf
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Forgot your passworde Page
:E::::g L= ? k- REHHR o fE Eili

Forgot your password?

Enter username for passwaord reset,

______

DSW or POI# or USERNARME

- Enter your UCSFPOI#

- Select ‘Submit’

Submit

&

Back to login
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Verifying Secure Code Page

—_

Verifying Secure Code

Flease enter secure code sent to 1430000020

Secure code

- Enter Secure Code fromPhone

- Select ‘Verify’

(s

Back to login
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Reset Password Page

Reset Password

Your Password must have at least:

O 10 characters
O One numeric character

[0 Cne uppercase character

O One lowercase character

[ ©One spedial character

O Mew & confirm password must match

should not contain first. last or user name
Frevious 7 passwords are disallowed

Mews Pdssword

Confirm MNew Password

Subrmit

New Password Guidelines:

- 10 characters

- One numeric character

- One uppercase character

- One lowercase character

- One special character

- New & confirm password mustmatch

Select “Submit’

Step 5
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CCSF Login Page

CITY AMD COUMTY
OF SAM FRAMCISCO

bSW#, FOI# or Usermname : " : - Enter UCSF POI#

Pazsswaord

- Enter Password

Accept the City and County of 5an Francisco
Terrms of Serwice and Privacy Policy

- Select ‘Agree & Sign In’

Forgot your password?

First time registration for Retirees or SFUSD
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Verifying Secure Code

= e | T

Verifying Secure Code

Please enter secure code sent to
14050000298

Secur% code

L] Trust this dewvice for 30 days,

Did not get the code? Resend code
2

Use an alternative KRS method

Step 7

St L

|
iy |

:i-" - Enter Secure Code from Phone
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CCSF Dashboard Page

If you have logged onto this site previously,you may
be directed to Step 22

/ =
/& '| Home / Dashboard
D’. Click the application tile you wish to access.
- L]
> R -
. ] 2}
SeIeCt M u ItI-FaCtor Remote Work & MS MS Teams Email and Calendar CyberSafesk Advanced Home Security SF Employee Portal

Teams Training

(ToAdd Additional

Layer of Security) M now f,ﬁ; & w

iii iii )
i (1] S

SF Employee Portal DT Servicelow SFE GOV SF SecureShars Combined Charities
Support
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Multi-Factor Page

User Guide: Register Multi-Factor Authentication (MFA)

The MyApps Portal requires users to set up at least two multi-factor authentication (MFA)
methods after validating their login credentials to access their account.

1. Enroll first MFA factor

Enabling Multi-Factor Authentication
50 to https:/imyapps.sfgov.org/l. il e ] =t

Select an Option
Enter username:
(Employees use DSW number, Mobile App
POls use POl number,
Contractors use loginiD,
Suppliers use supplierlD number) Send Secure Code to Mobile Number
and password.

Click “Agree & Sign in”.

After validating login credentials, the user will see a
window that asks to enrollin atleast one MFA
factor such as Mobile App, SMS to Mobile Number and
Email.
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| Multi-Factor Page (continued)

1.1 Enroll Mobile Number

» Click “Send Secure Code to Mobile ' S ) el 4
Number” button.

Pliadie @nler ralEle UmDer 1 send eods

rAoDile P b-er

F2 23334444

* Then, it will open a new window where a user ) Verifying Secure Code
must enter a mobile number and click “Enroll” = Enter the secure code that you received on your

button to receive a mobile message with a mobile number and click the "Verify” button to
secure code. complete the enrollment of mobile number as

shown in the image:

Flease enter secure code sent to
17K HHD0S

Enroll another FMFS& method

B28154

- - - Did mot get tha cede? Resend code
» Clhck the "Done” button to get access to the I -

account or click “enroll other factors™ to setup
MircEl Sy @r = T O

others such as email or mobile app.
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Multi-Factor Page (continued)

/

1.2  Enroll Mobile App

»  Click the "Mobile App Notification™ button.

Mote: Download the Oracle Authentication Mobile App from the i0S App Store or
Google Play Store.

»  After clicking “mobile app notification”, a user will see A L
a screen with QR code to scan as shown: LT

1. Dowvndond Cracio Mobale Autharticwtar from 105
B Stone f Googhe pleystore,

2. Open The App. Tag Add &cooun
1. Scan the Image (QR code) helow with the App,

*» Once the app is installed on your phone, open the
camera from the Oracle Authenticator app and scan
or hover the camera over the QR code as showing
in the below image.

= After the QR code has been scanned, you will be asked
to add a new device or overwnte an existing one. If this
is your first time setting up the app, please select add a
new device.

btk Factar Adthertcaton Fas been
iU picoeashuly

¢ After the mobile application has been installed and
configured on your mobile device, you will see the
Enrall anather BAFA methiod fﬂlh"l'ﬂl'lg screen on E.I'DUF CGI'I'pUtEF.

» Click the “Done” button to get access to the account or

click “enroll other factors™ to setup email or a mobile

phone.

Errpll motber WFE method
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Multi-Factor Page (continued)

1.3  Enroll Email
= Click *Email” button.

* A new window opens and asks the user to enter the
One Time Passcode (OTF) sent to their email.

* Enter the One Time Passcode (OTP) that you SR GIET S S ot

received on your email and click the *Verify” button
to complete the enroliment of email as shown in the e N

image. I (o

456706

* Click the "Done” button to get access fo the

account or click “enroll other factors™ to setup
Dud net get the code? Resend code
Qr

Enroll another MFA method

others such as email or mobile app.
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Multi-Factor Page (continued)

2. Enroll second MFA factor

Lsers are allowed to add multiple Mobile App, SMS, and FIDO authentication factors; however, they can add only
one email factor.

To add a new MFA factor, click “Configure” on the tile or click the ammow on the MFA menu = and choose one
of ‘Add FIDO Authenticator, "Add Mobile App’, “Add Mobile Number.

2.1 Enroll Mobile Number
To add a new Mobile Mumber (SMS Factor)
= Click ‘Configure’ on the Mobile Mumber tile or click “Add Mobile Mumber' menu from the MFA menu

(burgen)

= (On the pop-up window enter the mobile number you

Wi will ] (M) wous @ Dt B vy Bl o ey Py

wish to enroll, then click Send OTP button. e
| st |
==l
received on your mobile and click Verify OTP button!
The message “SMS Multi-factor option Wi wil teart (SMS) you a passcoca to wardy that you am the
is added successfully” will be displayed. wmar of Wiz phons.
Mobile Numbar

o | senao |
A passcode has been sent to  EI0ETEHHET

131001 Verity OTP

SME Multi-lacior oplion i added sucoasshully

Step 13
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Multi-Factor Page (continued)

Mobilie App

:t Sl (il et

I pwrilop b

n
= Click "Configure’ aon the Mohile App tile or click *Add Mobile App’ from the MFA menu {burger) E -3 Eﬂrﬂ [I. Mﬂhl ].E .I!I!LI]I.J

= Mote: Users can download the Oracle Authentication mobile app from the mobile 105
App Store or Google Play Store.

Dierirmes it Cnnbguors. Shes Rintvks #o00
1. e T D ek dasTareranar Ao T B A
o

7 Ppan ha P Fap A Aocouns

1. Boae Fn rroge Sl (G pode| we e App

» Once users scan the (IR code, a pop-up box will appear on their mobile screen, asking
them to add a new device or overwnte the existing one. If using the authenficator app
for the first time, users should select “add new.” Otherwise, users can select
‘overwnte.”

= A pop-up box will appear in the middle of the screen as shown below:

» Once the app is installed on their phone, users can open the camera from the Oracle * Once the QR code has been canned in the authenticator app and configuration is

Authenticator app and scan or hover the camera over the QR code (shown in the done, select “close” to see the enrolled device info in the mobile app section.
image below).

\\
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Authenticate using MFA to access the MyApps Portal

After enrolling in MFA users will need to authenticate using MFA to gain access to the
MyApps Portal.

= If a user has set email authentication as their
default, they will see the following screen.

. The user should follow the instructions on screen
to enter the secure passcode received by email.

[l Nyt et T hepenee? Sameryl ¢ odle

1]

. Click the “Verify” button. The user will be
redirected to the MyApps Portal dashboard.

Step 15
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Haspital and Trauma Center ] If a user has set mobile number authentication
as their default, they will see the following screen.

Step 16

Vevityirg Seoute Code

= The user should follow the instructions on screen
to enter the secure passcode received by their mobile
device.

" Click the "Verify” button. The user will be
redirected to the MyApps Portal dashboard.

= If a user has set mobile app authentication as
their default, they will see the following screen. g e i i

B Al b B el B B T i Wik
By Tt e A A i e

L AL

il e i

— o ahe Ceeeg oo S0 dlarge

. The user should follow the instructions on
screen to approve the push notification received by their
mobile device.

= Open the push notification in the “Oracle Authentication App™ on the user's
mobile device.

= Tap the “Allow” button on the mobile device. After few seconds, the user will be
redirected to the MyApps Portal dashboard.
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. A user can also check the box “Trust this device for 30 days™ to prevent MFA
verification each time a user access MyApps portal.




Univaiaity of Calfomia
Gan Frarcisco

4.

[ ZUCKERBERG
SAN FRANCISCO GENERAL

Hospital and Trauma Center

Set default MFA Factors

Step 18

N

Siribr fam = Strivk Sarder

e (] e

g D ol oo

» This feature helps a user to choose which MFA factor they want to use for
authentication when accessing the MyApps Portal from an external network.

» Click the “Change Default” bution.
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= After clicking the "Change Default” button, a new pop-up screen will appear as shown:

Change default MFA

Salect your default 2-Step Vedfication method

® FIDO Device Jahanzaib's FIDO_AUTHENTICATOR-5
Mobile App Notification Jahanzaib's iPhone 13 Pro

! Mobile App Passcode Jahanzaib's iPhone 13 Pro

L BME Text Message +1 000000718

Sat as Defaull

= Users can select an MFA factor such as
Email, Mobile Mumber, Mobile App or FIDO
Device by choosing a radio button from the
list.

= Once aradio button 1s selected, click the “Set
as Default” button.
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3.

Remove MFA Factors such as Security Questions, Mobile Number and Mobile App

Mobile Wurmber ]

D + 1 OO YT

e § T

. Users should select the MFA factor they want to remove such as Email, Mobile
Number or Mobile App. For example, if they want to remove an email MFA factor, they can
go to the email section and click the “Remove” button on the nght side of the pane as
shown in the image.

Ajw you e Tal pou wert 1o remove The mobes muenbed?

. After clicking “remove”, you will see a pop-up box that will ask you to confirm your
selection again.

Step 20
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CCSF Dashboard Page

Home / Dashboard

Click the application tile you wish to access.

o - 2

Remote Work & MS S Teams Email and Calendar CyberSafesSF Advanced Home Security SF Emploves Portal

Teams Training
,y;_‘i“_‘!p\ A A
now 8 ¥y
v

iii | dii . - «!‘f

SF Employee Portal DT Servicelow SFGOV SF SecureShare Combined Charities
Support

@ cha

ﬁ- Multi Factor

5

9 Help

&

Choose ‘SF Employee Portal’
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SF Employee Portal

m SF EMPLOYEE PORTAL

: HOME SIGNOUT

HOME

EMERGENCY RESPONSE

USER ACCESS & SUPPORT

¥ FAVORITES

DO NOT Select ‘My Learning’ option

B My LINKS

View reported
time and pending
approvals for
time and
expenses directly
from the Portal!

Check out the
enhanced MY Time
slideout and new MY
TO-DOS tab with
alerts...

Select ‘WorkLinks’

then

WORK LINKS

9 SF LEARNING

EMPLOYEE LINKS

1 MY INFORMATION

MY PAY
© wvmme

€} MY BENEFITS

@ v iEamING

E| § SF OPEN BOOK

Anne Shirley
15 Busins i

sateet:| Current v

Feparted to Date: $0.00 Heurs

Appraved: Ko |

Sotarrny 077252020

Sy 0726/7020

Merday 9172772030

Wiecdeesetoy 87,2002

Toursday 0710/2020

Fiikey /31,2820

MY TO-DOS

" 50 A
VIEW MEWS ARCHIVE

Step 22
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SF Learning Platform Page

¥ Learning

R | & | %

Learning Catalog My Learning User Support

Select ‘My Learning’
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#2

My Learning Requirements Portal: Current

L]
¢ Learning My Learning
» = My Learning | Current | Planned | History
| Certification Status Current Learning
-~ Leaming Plans v
4y Add Supplemental Learning Cybersecurity Training :
Wob based Trsining Arrows #1, #2, and #3: Ensures you are in the
K Enraled N ‘Current’ Tab of the ‘My Learning’ section to view
all required trainings and to select ‘Launch’ to start
a training.
#3 Launch

Select the title of the module to start a
requirement. Do NOT select 'Launch’
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Recommended: Take Screenshots

Cybersecurity Training : H el pr I Tip .

e F— Take screenshots when completing a module&
& - & : requirement, in case the system does noft

automatically record completion.

Congratulations! You have finishad the module, Return to the hame screen fo continue

Cybersecurity Training

10% Completed

Ty,

@ "o

Depenst

Browsing Safely Email and Phishing Passwords Data Security Social Networks Conclusion

Home

Home

Congratulations! You have completed the course. You may review the modules or exit the course.

Browsing Safely Email and Phishing Passwords Data Security Social Networks Conclusion
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My Learning Requirements Portal: History

=
< My Leamning My Learning
» = My Learning Current Planned
B Certification Status Learning History
E- Learning Plans = | B v #3
*g Add Supplemental Learning Cybersecurity Training DPH Annual Compliance and Priv... ZSFG General Orientation
Web-based Training Web-based Training Classroom
#2 E Completed on 24 Aug 2020 [ Completed on 05 Feb 2020 [E Completed on 23 Dec 2019
Launch | Print Launch | Print Print

Arrows #1, #2, and #3: Ensures you are in the ‘History’ Tabof the ‘My Learning’ section to verity the system
recognizes completion of the Cybersecurity Training.
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Congratulations!

You have successfully logged into the SF Employee Portal,
launched the My Learning application, and completed the
Annual Cybersecurity training!

SF Employee Portal
Employee Login




i
i

Univaiaity of Calfomia
Ban Franclzco

=

L

ZUCKERBERG
SAN FRANCISCO GENERAL

Hospital and Trauma Center

THANK
YOU!
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