. How to Access the SF

Employee Learning Portal
A Quick Guide for UCSF @ ZSFG Employees

1), SF EMPLOYEE PORTAL

8 'EARNING

Helpful Tip: Use CHROME or FireFox web browsers.
DO NOT use Internet Explorer




STEPS 1-3

1. Go to the Vice Dean’s Office Website
( )

2. Open Resources Tab = Select General Resources
- Select SF Employee Learning 2019 page

University of California San Francisco About UCSF Search UCSF UCSF Health

Home = SF Employee Leaming 2019

SF Employee Learning 2019

Privacy Compliance, Annual Online Training, & EPIC Training
Resources

* 5F Employee Learning POlTemp Password Instructions
= 2019 SF Learning Announcement

* 5F Learning Rollout Phases

3. Read all instructions
then scroll down to the
blue “SF EMPLOYEE
LEARNING LOGIN” button

SF EMPLOYEE
LEARNING LOGIN

UCSF Z5FG Dean's Office

Partners in Public Health since 1873



https://zsfg.ucsf.edu/

STEP 4

4. Click on SF Employee Portal

Welcome to the "
SF Employee Gateway R

SF Employee Portal SF User Support DT 1AM Support
Employee Login SF Employee Portal Password Reset

7\ WageWorks SF

(@) HSS
CCSF ePayroll WageWorks Employee/Retiree Health Benefits
Online Paystubs Commuter Benefits Medical, Dental, Vision, Wellness

P&A GROUP

JobAps
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5. Click on Agree, then enter POl number in the Username field,
and then click Continue.

| agree to the City & County
of San Francisco's System
Use and Privacy Policy

This is a City & County of San Francisco

computer system, which may be accessed

and used only for official Government

business by authorized personnel. You are

advised to read the Privacy Policy regarding

the personally identifiable information that

we collect, maintain, and use. Unauthorized

access or use of the computer system may 2
subject violators to criminal, civil, and/or

administrative action in compliance with

federal, state and local laws, regulations Sign In:
and policies. All information on this Enter your user name.

computer system may be intercepted,
recorded, read, copied and disclosed by
and to authorized personnel for official p— Username: Enter POI| # here
purposes, including criminal investigations. = =

Access or use of this computer system by 73
any person whether authorized or Continue
unauthorized constitutes consent to these

terms. Where do [ enter my password?
Click to view full Privacy Policy

1 ‘-—

Forgot your username?

ié'.‘l STISEER 8 e T

STEP 5



STEP 6

6. Enter your POl password, then click on continue.

a. If you do not have your POI password or the password you
have is not working, contact the DPH Service Desk by
phone at 628-206-7378 or email at:
dph.helpdesk@sftdph.org and request that your POI
password be reset.

CITY & COUNTY OF SAN FRANCISCO

Identity and Access Management Platform

Sign In:

Forgot your password?

Continue



mailto:dph.helpdesk@sfdph.org

STEP 7

Resel Your Passwori
Plparse enter o rokd pessword and new pessword twice,

Ol Password |

Hew Password |

. Confirm New Password |

1o accept new password click > | Contirue |

7. Users will prompted to change the Temporary Password.
The New Password must contain Minimum of

e 10 Characters

e 1 Upper case

e 1 Lower case

» 1 Special Character (preferably $,!,%; try to avoid using #, or @)
e Must not contain First Name or Last Name

* Must not be the previous 7 passwords.




STEP 8

8. After changing to a new password, click on Security
Questions to setup Security Questions

[ErE T T e

Q‘Secunl}‘ Questions JLogcut |Help

CITY & COUNTY OF SAN FRANCISCO

Identity and Access Management FPlatform

Home

Welcome e TT_ T ITtmee=q 10 the secured laentity Management Portal for Gity & County onling Senvices.

This potal lets you manage your City identity. Your City |dentity is used to access various city resources such as Email
SharePoint, SF Employes Portal, 311 and more




STEP 9

9. Answer all Security Questions

e PR AT VI earitrs Chiian I T

& F O O i feput-hifeost stgawarg o

CITY & COUNTY OF SAN FRANCISCO

Identity and Access Management Platform

Security Questions

we wil u sucurry quesbons and smmwers b conhirm yoer udenity st tmes when edra safety = nesded

2) [Belert ne:

) [Sefecd e v
4) |sekeet one
5) [Seicct one

| Tt

H O Iype here to search




STEP 10

10. Recommended: Turn on Multifactor Authentication for Self
Service Password Reset in case the users forgot the password and to
access MFA protected pages.

C

E R Bty fe-hifrastafges neg et el e 4 = Loe

# Security Questions |Logout Help

CITY & COUNTY OF SAN FRANCISCO

Identity and Access Management Platform

-, 10 e secured ldentity Management Porial for Gity & County onling services.
r City identity. Your Gity Identity is used to access various city resources such as Email

D




STEP 11

11. Provide your personal email address or cell phone for multifactor

authentification.

B & singleSign On % | 4w

S B A e T S

/- bifrastsigomnarg i gy

CITY & COUNTY OF SAN FRANCISCO

Tdentity and Access Management Platform

Multi Factor Authentication Reglstration

o your login can make your login more seeure by

ity to 3ccoss your sensitive

neome else ets you

word, it won't be enoug ations. Choose ane of the following

I Mohile App (Recommended and SaTest-Coming So0n2!12) : Send a request to your mobile phone vie an imstalled app which will

verify your identity before aranting permission to change sersi

™ KTH

Email or Text: Sends o Oni

ive data, Choose your device type to regiater,

onvwiork enmadl arkdress, e 3 mobile phone vis 1ot mesige, 10 Verify yous identity

1
o

Home [Logout Help

10



STEP 12

12. Provide your personal email address or cell phone for multifactor
authentication.

= = O G o - hifiostsfgow nrg e y * L e

11




STEP 13

13. Log out

B & Single Sign On K|

& 5 O f O ichiostalgovgseimiemtag

CITY & CO

INTY OF

AN FRANCISCO

Identity and Access Management Platform

Muld Factor Authentlcation Reglstration

Adding a

ity Code to yonr login cas

e login more sceure by providing an extra layer of secnrity to scocss your sensitive
meome else pers your pussward, it won't be enough to zcess yo

forma

formations. Cheose ane of the fol

oplions o regisics.

I Mobile App (Recommended and Safesi-Coming Soon

request fo yor

ohile phone i an nstalled app which

your identity befors granting permussion to change senmitive data, Chooss your d

£ el

» Email or Text: Sends # One:

vigs ¥pe to regiater,

Passcode o & nensework cucal address, or 8 mobile phone vis text messige, Lo verlfy yous ideatity

before maiom to ch

misitive duts,

12




STEP 14

Congratulations!

You have successfully established your access to
the SF Employee Learning Portal!

14. Use the link below to access the SF Employee portal.

SF Employee Portal
Employee Login



https://sfgov.org/sfc/employee-gateway
https://sfgov.org/sfc/employee-gateway

Now that you have access to the SF Employee Learning Portal, you
will receive a system-generated email notifying you that you have
been enrolled in DPH Privacy Compliance course.

Completion of this course is required before you have access
to EPIC Training.

Course assignments will appear in your SF Employee Learning “My
Current Learning” section. Follow the subsequent instructions to
access the DPH Privacy Compliance course.

DEPARTMENT OF EDUCATION & TRAINING
SF EMPLOYEE PORTAL
LEARNING

CURRIN-CARLISLE LEARNING CENTER

14
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15. Log into the SF Employee Portal again. Click on Agree, then

enter POl number in the Username field, and then click Continue.

| agree to the City & County
of San Francisco's System
Use and Privacy Policy

This is a City & County of San Francisco

computer system, which may be accessed

and used only for official Government

business by authorized personnel. You are

advised to read the Privacy Policy regarding

the personally identifiable information that

we collect, maintain, and use. Unautharized

access or use of the computer system may 2
subject violators to criminal, civil, and/or

administrative action in compliance with

federal, state and local laws, regulations Sign In:
and policies. All information on this Enter your user name.

computer system may be intercepted,
recorded, read, copied and disclosed by
and to authorized personnel for official p— Username: Enter POI| # here
purposes, including criminal investigations. e i

Access or use of this computer system by 73
any person whether authorized or Continue
unauthorized constitutes consent to these

terms. Where do [ enter my password?
Click to view full Privacy Policy

1 ‘-—

Forgot your username?

-h 1m+—f‘~= e

STEP 15

15



STEP 16

16. Enter your POI password, then click on continue.

a. If you do not have your POI password or the password you
have is not working, contact the DPH Service Desk by
phone at 628-206-7378 or email at:
dph.helpdesk@sftdph.org and request that your POI
password be reset.

CITY & COUNTY OF SAN FRANCISCO

Identity and Access Management Platform

Sign In:

Forgot your password?

Continue

16


mailto:dph.helpdesk@sfdph.org

STEP 17

15. Once in the SF Employee Portal, click on Work Links, and then click
on SF Employee Portal Learning.

SF EMPLOYEE PORTAL HOME SIGNOUT

plelViS USER ACCESS & SUPPORT COMMUNICATIONS  INFORMATION

< FAVORITES
> My BENEFITS Alternate
Browsers for -
Best User /Microsoft will no longer provide
Experience security updates or technical
suppart for older versions of
Internet Explorer. Security
As some system updates patch vulnerabilities that
functionality is not may be exploited by malware,
compatible with : helping to keep users and their
Microsoft Internet L data safer. F
Explorer, we ) L N y
recommend using... -
READ MORE VIEW NEWS ARCHIVE

) EMPLOVYEE LINKS EEn WORK LINKS -

APPLICATIONS
SF EMPLOYEE PORTAL (T) SF EMPLOVEE PORTAL
LEARNING SF OPEN BOOK

17



Favorites - | Main Menu w

i SF EMPLOYEE PORTAL

LEARNING

iiil“ iii

Welcome, Elaine Lee

-
' ——

- ] Announcements

= Welcome to your new and improved SF
Learning Home Page!

, p Search for Learning

STEP 18

16. After logging in to the SF
Employee Learning Portal, a
list of your avallable trainings
will appear, as seen here. Click
on the “My Learning “icon on
the lower left hand side to
move to see all modules.

Enter a keyword and select the Search button to initiate the search.

Q My Current Learning

View | All Learning

Title Tyvpe

Disaster Service Wor... Web-based Training

2018 Mandatory For A... Web-based Training
Privacy and Data Sec... Web-based Training
DPH Test Box - CO An... VWeb-based Training

Requisition Blended-Learning

o

WView All 32

£ My Learning

Advanced Search
- o v
Required Status Due Date Launch

In-Progress
In-Progress
In-Progress

In-Progress

00060

In-Progress

18



STEP 19

Favoritesv | ManMenu~ > SeffServicev > Leamingv > My Learning

SF EMPLOYEE PORTAL

LEARNING

My Learning

Elaine Lee

~View| All learning- any status. type or date v|[ Go |

My Learning | (1 1-150f 49 '*
Title

DPH Annual Compliance and Privacy Training - FY
2018/2019

HR Essentials - ERD:Understanding the Disciplinary Webbassi TG Locate th -
Process g e trainin

Status Date Launch Action Print

01/30/2019 ()] &

HR Essentials - Equal Employment Opportunity Web-based Training In-Progress

19




STEP 20

Favoites» | ManMenuw > SeffSevicew > Leamingv > My Leaming

SF EMPLOYEE PORTAL

iiil"iii LEARNING

My Learning

Elaine Lee

*V]ew| All learning- any status, type or date v | | Go |

My Learning | (] 1-150f49 '}
Title Type Launch Action Print

DPH Annual Compliance and Privacy Training - FY 4
2018/2019 Web-based Training Completed @ @

HR Essentials - ERD:Understanding the Disciplinary

Bitiaas Web-based Training In-Progress u1/29/2019 @ | Drop |

HR Essentials - Equal Employment Opportunity Web-based Training In-Progress 01/29/2019 @ | Drop |




Favorites - ‘ Main Menu «

i SF EMPLOYEE PORTAL

B "EARNING

View Progress Page

Table Of Contents

STEP 21

19. If the course does not
appear, look for the pop-up
blocker notification. Allow

for the pop-up blocker and
launch the course.

Elaine Lee, Manager IV HAD DPH Admin HR

Component Name: Course Introduction
Class:

Table Of Contents
Title

Course Introduction

Return To Class Progress

Type: Web-based

DPH Annual Compliance and Privacy Training - FY 2013/2019 Duration: --

Re-Launch

21



20. The course will appear in
a new tab. Click “Start” to STEP 22
begin the course.

) San Francisco
‘Department of Public Health

San Francisco Department of Public Health
Privacy and Compliance Training

Course Introduction




Please note that all modules can be bookmarked except for STEP 23

Module 3 Compliance Guidelines.

Bookmarking means that you can stop during a module and return to the
last slide you were viewing at a later time.

%
2

i)y
S Y
S %

You have successfully completed the module
Compliance in Your Daily Work

February 26, 2019

After you complete each module, the final slide will direct you to close the tab
and return to the Class Progress page.

Component Name: Course Introduction Type: Web-based
Class: DPH Annual Compliance and Privacy Training - FY 2018/2019 Duration: --

Table Of Contents

Title Status Score

Course Introduction Completed Re-Launch

Return To Class Progress _

23



STEP 24
On the Class Progress page, click on the next module to proceed.

Favorites = | Main Menu v

[J_‘_I SF EMPLOYEE PORTAL

LEARNING

Class Progress @ Return to Previous Page
Elaine Lee

DPH Annual Compliance and Privacy Training - FY 2018/2019

Class Details (7

Class Code DPH30001-0001.2019 Class Name DPH Annual Compliance and Privacy Training - FY 2018/2019

Type Web-based Training Contact Elaine Lee

Price Per Seat -- Drop Charge --

Enroliment Status Completed Confirmation Number 217425

Start Date 12/05/2018 End Date --

Last Enrolliment Date — Last Drop Date —

Duration 2 Hrs

Progress Schedule Grades and Attendance Motes and Attachments Payment Details Approvals

Class Progress

Progress Completed Grade Not Graded

Passing Status Pass Comments O

Class Syllabus

To receive credit for this class you must complete all required tasks in order.

1 Course Introduction

Re-Launch
Required Web-based
Progress Completed

2 Compliance in Your Daily Work Re-Launch

Required Web-based

Progress Completed

24



When you have completed the entire
course, you will receive your Certificate of
Completion. Congratulations!

' San Francisco
@ Department of Public Health

o

City and Gounty—;f San Francisco
Department of Public Health

This is to certify that
Elaine Lee

on February 26, 2019

has successfully completed
SFDPH Annual Compliance and Privacy Training

If your supervisor requests a copy of this certificate, please only give it to them. Please do not send it to Human Resources.

Download




Congratulations!

You have successfully logged into the SF
Employee Portal, launched the Learning
application, and completed the Annual
Compliance and Privacy training!

SF EMPLOYEE PORTAL
LEARNING

SF EMPLOYEE PORTAL

26



Troubleshooting Tips

If you would like to change your password visit
www.sfogov.org/sfemployee, select the DT 1AM Support Password
Request tile and follow the prompts.

For assistance regarding locked accounts, please contact the
Department of Public Health Help Desk at (628) 206-7378 or
dph.helpdesk@sfdph.orqg.

27


http://www.sfgov.org/sfemployee
mailto:dph.helpdesk@sfdph.org

If you are not able to access the SF Learning system, please contact the following based on the access issue.

Account is locked, or any other questions about logging in — contact the Department of Public Health
Help Desk at (628) 206-7378 or

SF Employee Portal Learning is not visible — contact the SF Employee Portal Support at (415) 944-2442 or
For all other questions, please contact one of the following based on your work location. If you are sending an
email, please include your POl number and the nature of the issue.

Laguna Honda Hospital

ZSFG

Primary Care

Blue Walcer — Blue.Walcer@sfdph.org

Maternal Child and Adolescent Health (MCAH)
Jeannie Wong -

David Bell -

Behavioral Health

Jonathan Maddox — Jonathan.Maddox@sfdph.org
Population Health

Marise Rodriguez — Marise.Rodriguez@sfdph.org
Jessica Brown —Jessica.N.Brown@sfdph.org

Jail Health

Margaret Erickson — Margaret.Erickson@sfdph.org

If you do not see your area listed above, email the Office of Compliance and Privacy Affairs
(faster service) or call (855) 729-6040.



mailto:dph.helpdesk@sfdph.org
mailto:sfemployeeportalsupport@sfgov.org
mailto:DPH-LHHDET@sfdph.org
http://zsfglearn.org/elearning-support-landing-page/
mailto:Jeannie.A.Wong@sfdph.org
mailto:David.Bell@sfdph.org
mailto:Compliance.privacy@sfdph.org

Thank You!
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